	What the New Antiterrorism Law Means for Hotels - 11/16/2001 

Within hours after the collapse of the World Trade Center, and while the Pentagon still burned, law enforcement officials -- primarily the FBI and, in New York City, the NYPD -- descended upon hotels and hotel companies. They were looking for guest registration records. As the days passed, the scope of the information they sought became clear. They wanted not only recent registration information, but in some cases, they wanted many years’ worth of information. And they wanted the databases that contained that information "dumped" wholesale into their computers. They also wanted information on how those databases operated: they wanted to know how to "mine" them for the information that they sought. 

Faced with the urgency of these requests and the obvious potential consequences to innocent citizens should the FBI not get what it needed in time, many hotels and hotel companies abandoned their long-standing rule that guest registration information would be turned over only pursuant to a warrant or a subpoena. 

However, there was some concern that a guest might sue for invasion of privacy absent a subpoena or a warrant requiring that a hotel cooperate with law enforcement requests. Hoteliers were left trapped between, on the one hand, feeling as if they were unpatriotic if they refused an FBI request and, on the other, violating company directives to make sure a warrant or subpoena was produced.  

The USA Patriot Act of 2001 (commonly referred to the Anti-Terrorism Act), passed within a month of the attack, is a 242-page statute granting law enforcement officials extremely broad rights to investigate potential terrorist threats and broad rights to shut those operations down. 

With respect to hotels and hotel companies, there are several provisions that offer guidance to the industry when faced with legitimate investigative requests. 

First, the Act provides specific authority to the FBI to request from a judge on an emergency and secret basis an order requiring the production of any tangible object (including books, papers, and records) to investigate a terrorist threat. Since, by design, such an order is easy to get and will not compromise any investigation (because it is secret), no hotel should be uncomfortable insisting that such an order be obtained before it turns over information other than registration records. The law protects a person (or a hotel) who turns over information pursuant to such an order from civil liability. 

Second, the Act specifically gives authority to the FBI to seize, by a warrant, telephone records, e-mail records, and other electronically generated records. Again, such a warrant can be easily obtained. Moreover, with respect to e-mails, it appears that if a hotel has access to e-mails sent or received by guests, it can honor requests to turn the records over to the FBI without fear of liability if it reasonably believes that there is an emergency involving immediate danger of death or serious physical injury to any person. 

To sum up, guide yourself by the following "rules": 

1. If an FBI agent requests only guest registration records, you should require that the agent provide to you and let you record, by photocopy or otherwise, his or her identification. You need not require a subpoena (although you might wish to do so to be absolutely safe, particularly if there is no emergency being cited by the agency). If you do not ask for a subpoena, ask that the request be put on agency stationery and sent to you. 

2. If you are asked to provide any information other than registration information, ask for a subpoena or a warrant. 

3. If you are asked to permit a search of a guestroom, ask for a warrant. Again, this should be easy enough for the FBI to get. Moreover, in a true emergency situation, the FBI will search the room with or without your permission.

These provisions of the law should serve to remove the discomfort hoteliers feel when approached by the FBI with requests to obtain information. If the information sought is anything more than registration records, the hotel should ask for a warrant or a subpoena without a guilty conscience, since the law makes it fairly easy for the FBI to get such documents processed expeditiously without compromising its investigations. 
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